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Objectives: This study aims to examine the impact of European Union (EU) law relating
to information technology (IT) on health systems.
Methods: The study identifies EU directives relating to IT, analyzes them in terms of their
impact on the use of IT in health systems, and outlines their implications for health
technology assessment (HTA). Analysis is based on a review of literature identified
through relevant databases and Internet searches.
Results: Developments in IT have serious implications for EU health systems, presenting
policy makers with new challenges. The European Commission has adopted a range of
legal measures to protect consumers in the “information society” However, as few of
them are health-specific, it is not evident that they have implications for health, health
systems, or HTA, and they may not be effective in protecting consumers in the health
sector.
Conclusions: In light of the growing importance of IT in the health sector, legal and
nonlegal measures need to be further developed at EU and international level. Where
possible, future initiatives should pay attention to the particular characteristics of health
goods and services and health systems. Although definitions of HTA usually recognize the
importance of evaluating both the indirect, unintended consequences of health
technologies and the legal aspects of their application, it seems that, in practice, HTA
often overlooks or underestimates legislative matters. Those involved in HTA should be
aware of the legal implications of using IT to provide health goods and services and
compile, store, transfer, and disseminate health information electronically.
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It is not always evident that developments in information
technologies (IT) may be of relevance to the field of health
technology assessment (HTA), just as it is not immediately
obvious that European Union (EU) legislation concerning IT
may have serious implications for health and health systems.
However, it is easier to see how developments in IT may
affect health and health care. The rise of “electronic” health
(e-health or telemedicine) and the proliferation of health-
related Web sites on the Internet are likely to enhance Euro-
pean consumers’ access to health care and information about
health, as well as bringing potential benefits to health-care

providers. At the same time, the introduction and diffusion of
these health technologies present policy makers with new le-
gal challenges, triggering both legal and nonlegal initiatives
at national, EU, and international levels.

Over the past 20 years, the European Commission has
promoted the development of IT within the EU, seeing it
as an opportunity to create jobs and provide services more
efficiently (33). Health and health care form a key part of the
Commission’s vision of an “information society” in which a
new generation of computerized clinical systems, advanced
telemedicine services, and health network applications will
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Table 1. Selected European Community Legal Measures,
in the Form of Directives, With Potential Consequences for
e-Health

Date Directive Title

1985 85/374/EEC Liability for defective products
1993 93/42/EEC Medical devices
1995 95/46/EC Protection of individuals with regard to the

processing of personal data and on the
free movement of such data

1996 96/9/EC Legal protection of databases
1997 97/7/EC Protection of consumers in respect of

distance contracts
1999 1999/93/EC A community framework for electronic

signatures
2000 2000/31/EC Certain legal aspects of information society

services, in particular electronic
commerce, in the internal market

2001 2001/95/EC General product safety
2002 2002/58/EC Privacy and electronic communications

(repealing Directive 97/66/EC concerning
the processing of personal data and the
protection of privacy in the
telecommunications sector)

improve health, continuity of care, health service manage-
ment and intelligent systems, provide support to health pro-
fessionals, and allow citizens to be more involved in and
assume greater responsibility for their own health (29). For
example, recent Commission initiatives—the eEurope Ac-
tion Plans for 2002 and 2005—have focused on extending
Internet connectivity throughout Europe, particularly in the
area of health, and stimulating the spread of electronic health
cards, health information networks, and online health ser-
vices (28;33). The Commission has also adopted a range of
legal measures to address issues arising from developments
in IT (see Table 1).

In contrast to the eEurope Action Plans, many of the
Commission’s directives are not specific to health, although
some do make reference to health-related issues. Conse-
quently, it is not self-evident that they may have implications
for health and health systems. However, closer examination
of the substance of these directives reveals that they do af-
fect health care, either directly or indirectly—the latter in so
far as they affect health databases, Web site operators, and
providers of telemedical services (see Table 2).

Definitions of HTA recognize the importance of evalu-
ating both the indirect, unintended consequences of health
technologies and the legal aspects of their application (7;41).
Nevertheless, while such definitions clearly acknowledge the
existence of legal implications, it seems that, in practice, leg-
islative matters are often overlooked or underestimated in
HTA.

This study takes the view that those involved in HTA
should be aware of the legal implications of using IT to pro-
vide health goods and services and compile, store, transfer,

Table 2. Legal Issues Relevant to Health or Health Systems

Relevance Legal issue

Direct The privacy of identifiable health data in electronic
form held in databases or transferred through online
networks, particularly maintaining confidentiality
and ensuring data protection

Tort-based liability
Product safety
The reliability and quality of information about health

and health care provided electronically, mainly
through health-related Web sites

Indirect Ownership and intellectual property rights
The security of information transferred electronically

(electronic signatures)
The security of electronic financial transactions

(electronic commerce and consumer protection in
distance selling)

and disseminate health information electronically. For ex-
ample, as the use of IT in the health sector becomes more
widespread, it seems appropriate for those concerned with
evaluation to consider legal issues concerning product safety
and security in electronic information transfers and finan-
cial transactions. In addition, legal initiatives regarding data
protection, data ownership and intellectual property rights
will have implications for those carrying out research, trials,
and cost-effectiveness analyses. Finally, although the con-
text is one of legislation, and the issues therefore appear to
be predominantly legal in nature, they may also have medical,
economic, social, and ethical implications.

The study aims to examine the directives outlined in
Table 1 and show how they affect the use of IT in EU health
systems. Each of the following sections begins by describ-
ing the relevant directives and discusses issues arising from
them, with examples of actual cases where possible. The
study does not discuss the implications of the Commission’s
nonlegal initiatives relating to IT, wider issues related to EU
competition law, or issues related to medical devices or qual-
ity assurance in e-health. These issues are discussed in some
detail in Vajda and Gahnström (57), Altenstetter (2), Terry
(50), and Eysenbach et al. (32).

DATA PROTECTION

Confidentiality is vital to any medical exchange. Where con-
fidentiality between professionals and patients is not guaran-
teed, the latter could face psychological barriers to seeking
care. Rapid developments in IT necessitate new safeguards.
To ensure confidentiality in electronic exchanges, computer
and telecommunications systems must be secure, all those
who handle information must have a high duty of confiden-
tiality, and patients must have the opportunity to verify any
information that is held about them (61). The Commission
has adopted two directives to ensure confidentiality in pro-
cessing data, although some remain pessimistic about the
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extent to which privacy can be guaranteed in the information
society (44). Others argue that the push to promote electronic
commerce has been an important catalyst in the drive toward
comprehensive legislation on data protection (38).

Directive 95/46/EC on the protection of individuals
with regard to the processing of personal data and on the
free movement of such data—known as the Data Protec-
tion Directive—aims to protect the fundamental rights and
freedoms of natural persons and, in particular, their right
to privacy with respect to the processing of personal data
(Article 1.1) (21). It also aims to harmonize data protection
legislation to facilitate the free flow of personal data between
EU member states (Article 1.2) (1). Protection should be
provided at the highest standard available under national law
within the EU rather than being based on average standards
of national protection (13).

Building on the principles enshrined in the Council of
Europe’s 1981 Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data, the
Directive applies to all data, including manually held records
containing personal information (14;48). Personal data are
defined as any information on an identified or identifiable
natural person, irrespective of whether that person is directly
or indirectly identified. The Directive does not apply, how-
ever, to data collected for “purely personal” or “household
purposes” (Article 3.2). For example, the personal notes of
a physician might be regarded as purely personal but would
cease to be personal if they were shown to the patient or to
colleagues, at which point they would become subject to the
Directive.

Organizations processing data must appoint a “data
controller”—either a person or a body to determine why
and how data are to be processed—and register the con-
troller with the public authority (Article 28). With regard
to the health sector, the data controller might be a profes-
sional or a health authority. Data must be processed fairly
and lawfully; collected for specified, explicit, and legitimate
purposes; and not further processed in a way incompatible
with those purposes. Data are also required to be accurate,
relevant, kept up to date where necessary, and not excessive
given the purposes for which they are stored. The principle
that data should be kept up to date where necessary suggests
that the obligation is not compulsory. For example, a physi-
cian must regularly confirm that a patient’s address is correct
but not during every contact with the patient. Additionally,
data should be kept in a form that permits the identification
of individual data subjects only for as long as necessary and
for the purposes for which the data were originally collected
(Article 6).

The processing of personal data requires legitimate
grounds for processing. In most cases relating to health care,
personal data may only be processed if it is necessary for the
execution of a contract to comply with a legal obligation, to
protect a patient’s vital interests, or if the patient has unam-
biguously given his/her consent (Article 7). For example, in

the Netherlands, a patient’s medical data can be processed
for the execution of a medical treatment contract.

Article 12 notes that individuals have a basic right to
verify and correct their personal information. The sensitivity
of personal health data is recognized in Article 8, regard-
ing the processing of “special categories” of data, which is
prohibited unless safeguards are in place (1). Special cate-
gories include information revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade
union membership, or disclosing details of a person’s health
or sexual orientation. Although the Directive identifies health
data as a special category and generally prohibits their pro-
cessing unless an individual has given explicit consent, there
are exemptions to this under certain situations, for example
when it is necessary to protect the interests of individuals
who are physically or legally incapable of giving consent
(43). According to Article 17, appropriate technical and or-
ganizational measures have to be taken to ensure the secu-
rity of stored data. Technical measures include passwords,
back ups, and privacy-enhancing technologies, while organi-
zational measures encompass the partition of responsibilities
and authorities. Article 25 restricts the transfer of personal
data outside the EU, except where third countries guarantee
“an adequate level of protection,” as judged by the standards
of the Directive.

The Directive raises several issues that require further
clarification. These include what constitutes data processing,
uncertainty about the nature of the data controller, the appro-
priate technical and organizational measures that need to be
taken to ensure the security of stored data, the transfer of data
to third countries, and the degree of harmonization achieved.

In response to the Directive, member states have estab-
lished an independent public authority to supervise personal
data protection. However, in the United Kingdom, the Court
of Appeal and the independent public authority have given
different interpretations of what constitutes data processing,
the latter arguing that anonymizing personal data amounts to
processing data (59). The regulatory consequences of such
an interpretation are that anonymization will need to com-
ply with the Directives’ principles, particularly the principle
concerning fair and lawful processing. Walden notes that
this compliance would require notifying the data subject that
such a process was to be carried out, giving rise to the con-
cern that strict compliance with the Directive could discour-
age the adoption of privacy-enhancing procedures such as
anonymization.

Although the Directive provides for patients’ rights to
privacy and the appointment of a data controller to over-
see the processing of data, the question arises as to who
this might be in organizations with complex structures and
shared responsibilities. It is clear, for example, that a general
practitioner (GP) who manages his/her own practice will be
responsible for data processing, whereas the responsibility
will be collective in group practices. In the case of hospitals
and consultant physicians, the hospital will be the main data
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controller and consultants will only be partially responsible.
However, where increased data flows require the involvement
of GPs, consultants, hospitals, and health authorities, the di-
vision of responsibilities is much less clear, which could lead
to problems for patients (35).

At the same time, questions arise as to what type of tech-
nical and organizational measure to protect stored data might
be considered “appropriate.” Recital 46 states that “appropri-
ateness” depends on the state of the art and the cost of imple-
mentation in relation to the risks inherent in the processing
and nature of the data to be protected. However, this clarifica-
tion seems vague, particularly because some health data may
have significant commercial value for third parties, such as
insurance companies and the pharmaceutical industry (45).
The Council of Europe Recommendation R (97) 5 on the pro-
tection of medical data gives greater health-relevant guidance
on security measures, including control of entrances to instal-
lations, data media, memory, utilization, access, communica-
tion, data introduction, transport, and availability (Article 9),
but Council recommendations are not legally binding (61).

The transfer of data to third countries has been prob-
lematic. While countries such as Canada responded to the
Directive by adopting their own national privacy legislation,
countries such as the United States failed to meet the EU
standard for adequate data protection, posing potential dif-
ficulties for U.S. businesses with EU operations—for exam-
ple, U.S. pharmaceutical companies needing data from Eu-
ropean clinical trials for scientific research (6;16;38). U.S.
companies either had to absorb the additional costs of meet-
ing the EU standard or risk losing access to information
about EU citizens (38). In 2000, the U.S. Department of
Commerce reached an agreement with the EU on a “Safe
Harbor Framework” to allow individual organizations to op-
erate on the basis of a system that certifies their provision
of adequate data protection as defined by Article 25 (55).
The Department maintains a list of self-certified organiza-
tions but does not guarantee its accuracy or assume liability
for it; therefore, while EU officials consider the safe har-
bor framework to be a useful tool, differences between the
United States and the EU remain (38;54;53). Nevertheless,
Long and Pang Quek suggest that the Directive was instru-
mental in pushing the United States to reconsider its privacy
arrangements (38). In April 2003, the first U.S. federal pri-
vacy standards to protect patients’ medical records and other
health information held by health-care providers came into
force (56). These new regulations limit the ways in which
health insurers, pharmacies, hospitals, and other entities can
use patients’ personal medical information, such as medi-
cal records and other individually identifiable information,
whether it is held in computers, on paper, or communicated
orally.

Finally, some have questioned the degree of harmoniza-
tion of member states’ policies and practices achieved by the
Directive, because the Directive gives member states con-
siderable scope for derogation and does not apply to the

processing of personal data in the course of any activity that
falls outside the scope of EU law, although this scope has
not been defined by the Directive (13). Article 8.4 provides
an example of the degree of dissonance that exists, as it is
not specific to the processing of medical data for research
purposes. On the basis of this article, member states have to
provide exemptions to the prohibition of processing medi-
cal data for reasons of substantial public interest concerning
the provision of suitable safeguards. As a result, there is no
guarantee of harmonized legislation, even though the use of
medical data for research purposes often requires the transfer
of data from one member state to another (8).

In July 2003, the Commission’s regulatory framework
for electronic communications came into force. It com-
prises a framework directive (2002/21/EC) and four direc-
tives covering authorizations (2002/20/EC), universal service
(2002/22/EC), access and interconnection (2002/19/EC), and
data protection and privacy in electronic communications
(2002/58/EC) (the ePrivacy Directive). The ePrivacy Direc-
tive replaces Directive 97/66/EC—which was established to
regulate privacy in telecommunications and extended certain
privacy rights to legal as well as natural persons—with effect
from 31 October 2003 (61). Directive 97/66/EC applied to
the processing of data in connection with the provision of
telecommunications services in public telecommunications
networks, in particular by means of integrated services digital
networks (ISDN) and public digital mobile networks (Article
3.1). The new framework governs all electronic communi-
cations services and replaces existing telecommunications
regulations (24).

Some aspects of the ePrivacy Directive require ad-
ditional clarification, particularly as electronic communi-
cations services are defined as services provided for re-
muneration. Internet providers that provide free access,
therefore, may not fall within the scope of the Directive,
because they do not receive remuneration—or at least finan-
cial compensation—from Internet users. However, in dealing
with services in the sense of Article 50 of the EC Treaty, the
jurisprudence of the European Court of Justice (ECJ) sug-
gests that this interpretation may not be valid because re-
muneration can be paid by a third party, such as advertisers,
rather than the recipient of the service (ECJ Case C-109/92:
Stephan Max Wirth v Landeshauptstadt Hannover).

OWNERSHIP OF DATA AND
INTELLECTUAL PROPERTY RIGHTS

As noted above, the Data Protection Directive stipulates that
data should only be processed for specified, explicit, and
legitimate purposes but permits further data processing for
scientific research purposes in the area of health care if it can
be justified on grounds of substantial public interest, even
if not originally declared to the data subject, so long as ap-
propriate care to ensure confidentiality is taken (Recital 34).
However, when medical data cannot be directly or indirectly
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related to any identifiable person, the question arises as to
who owns this information (61).

Directive 96/9/EC on the legal protection of databases
attempts to address this issue of ownership by improving
the previously weak copyright protection for databases (22).
The Directive defines a database as a collection of indepen-
dent works, data, or other materials arranged in a systematic
or methodical way and individually accessible by electronic
or other means (Article 1.2). It may protect commercially
valuable information gathered by electronic commerce busi-
nesses, such as consumer lists, product lists, and electronic
directories (37).

There are two types of database protection: copyright
and sui generis right. The former applies if, by reason of the
selection or arrangement of the database contents, there is
an intellectual creation by the author (Article 3.1); this in-
tellectual creation must be original. The latter applies if the
database has not been intellectually created by selection or
arrangement, like many medical databases, which are mostly
a comprehensive listing of factual data (61). The sui generis
right also suggests that there has been—qualitatively and/or
quantitatively—a substantial investment in either the obtain-
ing, verification, or presentation of the contents of a database
to prevent extraction and/or re-utilization of the whole or of a
substantial part of the contents of that database (Article 7.1).
It expires 15 years from the first of January of the date of
the completion of the database (Article 10.1). According to
Article 9, exceptions to the sui generis right are possible: ex-
traction or re-utilization of the content of a database may take
place without the authorization of its maker. Paragraph b of
Article 9 may apply to the health sector: extraction may take
place for the purposes of illustration for teaching or scientific
research, as long as the source is indicated, and to the extent
justified by the noncommercial purpose to be achieved.

It is argued that the Directive effectively sets the global
agenda for national and international database protection,
going beyond the protection afforded to databases in other
areas of the world, notably the United States (51). However,
it is not entirely clear to what extent this level increases the
protection available to owners of health-related databases.
Thakur (51) points out weaknesses in the Directive, arguing
that it fails in several respects to qualify as an optimum global
model.

First, the Directive does not define “substantial invest-
ment” in the sui generis right. It is not clear whether the
investment involves time, effort, financial resources, or a
combination of these, although it is likely that the certainty
of database protection will increase if the investment of hu-
man and financial resources is greater.

Second, there is uncertainty about the degree of harmo-
nization that can be achieved by the Directive. According
to Recital 52, Nordic countries can apply the exception or
exclusion of official documents, in respect of the sui generis
right, under their “catalogue rule.” Protection of nonorigi-
nal and nonindividual databases is only granted when the

catalogue consists of a large amount of information—for ex-
ample, telephone catalogues or large health databases (49).
Small health databases are excluded, even if their construc-
tion required substantial investment (49). If the Nordic coun-
tries take advantage of this position, differences in legislation
will arise within the EU.

Finally, the Directive has created considerable imbal-
ance in the legal protection of databases between EU member
states and third countries. The United States, for example, ap-
plies database protection to the format but not the content of
a database, whereas the EU Directive protects both. Lack of
harmonization and the imbalance between EU member states
and third countries may be detrimental to the production of
valuable databases for the promotion of health research and
science (51).

ELECTRONIC SIGNATURES

An electronic signature is a generic technology-neutral term
covering the methods by which electronic records can be
signed. It may exist in a variety of forms and can be created
by different technologies (10). The electronic signature is a
key tool in ensuring confidentiality, integrity, and authentic-
ity in the transfer of health data between electronic sources
(1;61). It is vital, therefore, for building patient confidence
in and maximizing the opportunities presented by electronic
commerce (45).

Although a wide range of electronic signature tools ex-
ist and are extensively used, electronic signatures were not
widely legally recognized within the EU before the intro-
duction of Directive 99/93/EC on a Community framework
for electronic signatures. This Directive aims to establish
a legal framework for electronic signatures to create a ho-
mogenous, technology neutral background for the operation
of electronic signatures issued through certification service
providers (CSPs) anywhere in the EU (Article 1) (25). A
CSP is an entity or a legal or natural person who issues cer-
tificates or provides other services related to electronic sig-
natures (Article 2.11). Examples of relevant services include
registration, computing, directory, or consultancy services
(Recital 9).

Article 3.7 of the Directive states that member states
may make additional requirements for the use of electronic
signatures in the health sector. Conditions for such require-
ments should be objective, transparent, proportionate, and
nondiscriminatory and should relate only to the specific char-
acteristics of the application concerned. Furthermore, any
additional requirements should not be a barrier for patients
that use health services abroad.

To ensure the proper functioning of the internal market,
member states may not restrict the provision of certification
services originating in another member state (Article 4.1).
The Directive also requires member states to ensure that
CSPs are liable for damage caused to any entity or legal
or natural person who reasonably relies on that certificate
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(Article 6). Interoperability at the international level is en-
sured through mutual recognition of certification services
originating in third countries, so long as the CSP (40): ful-
fills the requirements of the Directive and has been accred-
ited under a voluntary accreditation in a member state; is
guaranteed by a CSP established and accredited within the
EU; or is recognized under a bilateral agreement between
the EU and third countries or international organizations
(Article 7.1).

To facilitate cross-border certification services, the Com-
mission can make proposals, where appropriate, to achieve
the effective implementation of standards and international
agreements that will be decided by qualified majority of
the Council (Article 7.2). The Commission also empha-
sizes the importance of CSPs observing data protection
legislation and individual privacy in compliance with the
Data Protection Directive, so as to increase user confi-
dence in electronic communication and electronic commerce
(Recital 24).

As with the directives discussed above, concerns about
the Electronic Signatures Directive focus on harmonization.
The Directive recognizes two types of electronic signatures:
a simple electronic signature and an advanced electronic
signature based on “a qualified certificate and created by a
secure-signature-creation device” (Article 5). Both types of
electronic signature cannot be denied legal effectiveness and
admissibility as evidence in legal proceedings solely on that
grounds that they are in electronic form. A certified signature
is legally equivalent to a hand-written signature and is conse-
quently admissible as evidence in legal proceedings. Because
the liability rules of Article 6 only apply to advanced elec-
tronic signatures, the governance of the producers of simple
electronic signatures falls under national liability rules. Con-
sequently, there is no harmonization for electronic service
providers within the EU (9).

Furthermore, the Directive does not provide a basis for
dealing with electronic, as opposed to paper, documents. Fur-
ther legislation is necessary to allow electronically signed
documents to be treated in exactly the same way as paper
documents. Specifically, some national laws still require cer-
tain health-related documents, such as prescriptions, to be
produced on paper. Because the Directive does not cover
the conclusion of contracts or other noncontractual acts
(Article 1), member states are not required to address these is-
sues (61). Despite this finding, the use of electronic prescrip-
tions is acceptable in Finland, Sweden, and Denmark, while
several other member states are carrying out pilot projects
involving electronic prescriptions (39).

Finally, the legal issues regarding electronic signatures
largely fall on health-care providers rather than telecommu-
nication service providers. It is argued that, if the liability of
the telecommunication service provider were to increase, the
telecommunication service costs would be much higher. As
a result, lower costs are at the expense of patients’ rights to
compensation (61).

CONSUMER PROTECTION IN DISTANCE
SELLING

EU Directive 97/7/EC on the protection of consumers in
respect of distance contracts is the EU’s key legal text appli-
cable to contracts concluded at a distance. It seeks to protect
consumers—as natural persons and not in a commercial or
professional capacity (Article 2.2)—from the risks that may
arise when they are unable to examine goods before pur-
chase or to check the supplier’s premises (Article 2.3), as
is often the case with telemedicine and use of the Internet
(23).

In the health sector, the supplier will usually be a health
professional, a health authority, or a company such as a phar-
macy. Suppliers are required to comply with the duties out-
lined in the Directive in situations where they use one or
more means of distance communication to conclude a con-
tract. One of these duties is the consumer’s right to written
information about the identity and address of the supplier;
the main characteristics and prices of the goods or services
including taxes; the arrangements for payment, delivery, or
performance; and the right of withdrawal. Where a written
document is not foreseeable, the information has to be given
in another durable medium, such as a CD-ROM but not an
email (Article 5.1). The consumer also has a right to withdraw
from the contract, within a period of at least 7 working days
from the time at which the written information is supplied,
without penalty and without giving any reason (Article 6.1).
Unless specified otherwise, the supplier has to perform the
order within a maximum of 30 days from the day after that on
which the consumer forwarded his/her order to the supplier
(Article 7.1).

One issue in interpreting the Directive relates to the dif-
ficulty of distinguishing between the consumer defined as
a person acting “outside his [sic] trade, business or profes-
sion” (Article 2.2) and the supplier identified as acting “in his
[sic] commercial or professional capacity” (Article 2.3). Al-
though the Directive attempts to emphasize the status of the
supplier as a knowledgeable specialist in comparison to the
consumer, the latter may sometimes be more of an expert than
the supplier or the supplier may not be suitably qualified. Fur-
thermore, the sale on the site should be business-to-customer
and not business-to-business, which involves different rights
(34).

Another issue concerns the fact that, although the sup-
plier is required to describe the main characteristics of the
goods or services for sale, the complexity of health informa-
tion and the challenge of judging its applicability in different
circumstances could mean that few consumers have the spe-
cialized knowledge needed to interpret the health information
on offer. The distance between the supplier and the consumer
can make it harder for the consumer to ask for further clari-
fication.

A third issue is that, as the supplier may not request
any medical information from the consumer before selling a
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product, consumers may have unsupervised access to poten-
tially dangerous products. Several studies confirm the exis-
tence of irresponsible suppliers (4;5;31).

The Directive requires member states to implement a
minimum level of consumer protection, but also allows them
to introduce more stringent provisions so long as they are
compatible with the Treaty (Article 14). However, to the ex-
tent that inconsistent regulations applying to distance com-
munications hinder the conduct of online commerce, they
may be incompatible with the free movement of goods and
services guaranteed by the Treaty and may therefore be in-
consistent with the Directive (46). In a recent ruling—the
DocMorris case—the European Court of Justice decided that
a national prohibition on the sale of drugs by mail order con-
travenes EU law where it applies to nonprescription drugs
that have been authorized for sale in that country (30). The
Court further noted that a prohibition on the sale of prescrip-
tion only drugs by mail order would not contravene EU law,
because the sale of such products could increase the risk
of prescriptions being abused or incorrectly used. The latter
decision may be irrelevant in member states such as Ger-
many, where the government has already enacted legislation
to permit online sales of prescription only drugs.

It could be argued that the Directive does not pro-
vide consumers with comprehensive protection, specifi-
cally because protection is only granted when contracts are
concluded—and concluded at a distance—and does not apply
to consumers merely surfing the Internet (47). In this respect,
it is worth noting that health-related Web sites are among the
most widely accessed Web sites on the Internet (60).

ELECTRONIC COMMERCE

Directive 2000/31/EC on certain legal aspects of informa-
tion society services, in particular electronic commerce, in
the internal market aims to enhance the free movement of
information society services within the EU (Article 1) (26).
These are services that are provided for remuneration and
take place online and at the request of a recipient of a ser-
vice. In the health sector, the recipient of a service can be a
health professional or a patient. For example, the Directive
may apply to the use of electronic cancer registries by physi-
cians who pay a fee for accessing the data, the setting up of
a Web site by a physician promoting his/her activities, or the
online sale of pharmaceuticals (11). However, activities that
cannot be carried out at a distance or by electronic means,
such as physical examinations, are outside the scope of the
Directive (Recital 18).

Article 3.1 states that each member state should ensure
that the information society services provided by a service
provider established on its territory comply with the national
provisions applicable in that member state that fall within
the coordinated field. The coordinated field covers only re-
quirements relating to online activities, for example online
information and online shopping, but does not concern mem-

ber states’ legal requirements relating to goods, such as lia-
bility for goods, or requirements relating to the delivery or
transport of goods (Recital 21).

According to Recital 19 of the Directive, the place of
establishment of a company providing services by means of
a Web site is not the place at which the technology supporting
its Web site is located or the place at which its Web site is
accessible, but the place where it pursues its main economic
activity. This means that an agreement between a telephysi-
cian in Belgium and a consumer in the United Kingdom is
most likely to be subject to Belgian law. However, according
to Article 3.3 and the Annex—which follow from Article
3.1 of the Convention on the law applicable to contractual
obligations (80/934/EEC)—both the telephysician and the
consumer are free to choose the applicable law beforehand
by agreement, although it is doubtful whether this happens in
practice (11;18). Nevertheless, there are exceptions. A mem-
ber state may take measures to restrict the freedom to provide
information society services from another member state if the
measures are necessary to protect consumers or public health.

The Directive complements the existing laws protecting
consumers in the EU and concerns three areas: general in-
formation to be provided, commercial communications, and
contracts. In terms of general information, the Directive goes
beyond the Distance Selling Directive (see above) by requir-
ing more information to be provided, particularly regarding
prices and essential terms and conditions (Article 5).

For commercial communications, the new Directive also
goes beyond the Distance Selling Directive in requiring the
service provider to identify clearly the commercial nature of
the communication, the person on whose behalf the commu-
nication is made and, where authorized, promotional offers
such as discounts, premiums, gifts, competitions, and games
(Article 6) (47).

According to Article 8, the telephysician may use com-
mercial communications but he/she has to comply with the
professional rules concerning, in particular, the indepen-
dence, dignity, and honor of the profession, professional
secrecy, and fairness toward clients and other members of
the profession. However, codes of conduct at the EU level
have not been developed as yet. Professional bodies and as-
sociations have to be encouraged to draw up or adapt codes
of conduct at the EU level to determine the types of infor-
mation that can be given for the purposes of commercial
communication, to further the development of cross-border
services (58). An example of professional regulation is the
licensing system. However, a disadvantage of the licensing
system is that it is not internationally approved. In the case
of online health care, this means that a telephysician needs
licenses in several jurisdictions and countries. It is unlikely
that a specific license for telephysicians will be developed
under the Directive, because Article 4.1 states that the taking
up and pursuit of the activity of an information society ser-
vice provider may not be made subject to prior authorization
(11).
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The Electronic Commerce Directive completes the Dis-
tance Selling Directive by defining exactly when a contract
is concluded and by informing the recipients of the service of
the procedure for correcting handling errors (Articles 10 and
11) (47). It also seeks to clarify the liability status of interme-
diary services providers, because uncertainty over their legal
obligations in different jurisdictions has arisen in different
cases. For example, a service provider acknowledged its lia-
bility for not removing Web site postings that were alleged to
be defamatory in the United Kingdom, whereas in Germany
a service provider was invalidated for failing to block access
to child pornography (42).

According to Pearce and Platten (42), it is inconceivable
that service providers should be both aware of and responsi-
ble for the entire content of their Web pages. The Directive
provides liability limitations for three types of intermedi-
ary services providers. It does not contain the liability issue
in the relationship between telephysician and patient (see
the section on liability). A first exemption applies to service
providers that are essentially passive or mere conduits of in-
formation to and from third parties (Article 12). A second
exemption applies to “caching,” when a service provider un-
dertakes automatic, intermediate, and temporary storage of
that information, performed for the sole purpose of making
more efficient the information’s onward transmission to other
recipients of the service upon their request. The conditions
for this exemption are, for example, that the provider does not
modify the information and that he/she complies with condi-
tions on information access (Article 13). The last exemption
applies when the service provider does not have actual knowl-
edge that the information stored at the request of the recipient
of the service—“hosting”—is illegal (Article 14).

Although the Directive plays an important role in creat-
ing the legal framework for online health care, it is debatable
whether consumers will rely on the courts and applicable
rules of the country in which the telephysician is based when
there is no contractual arrangement concerning applicable
law (see above). According to Callens (11), a patient who
does not live in the same country as the physician, being a
consumer, deserves protection on the ground of mandatory
rules of the law of the country of his/her normal residence.
Besides, bearing in mind the specific nature of telemedical se-
ssions, it may be possible for a consumer to prove, in confor-
mity with Article 4.5 of the Rome Convention, that it ensues
from the circumstances as a whole that the contract is more
closely connected to the country in which he/she lives (18).

Another concern relates to codes of conduct. It remains
to be seen whether codes of conduct to be drawn up at the EU
level will cover current disparities in the level of protection
for consumers using health services on the Internet (45).

PRODUCT SAFETY

One aspect of consumer protection involves prevent-
ing unsafe products from reaching the market. Directive

2001/95/EC on general product safety (GPS) expands the
scope and impact of Directive 92/59/EEC on GPS (20;27).
The 2001 Directive was made necessary by developments
in product safety, together with changes made to the Treaty,
particularly Article 152 concerning public health and Article
153 concerning consumer protection (Recital 1).

An evaluation of the 1992 Directive (12) shows that some
member states have a higher level of consumer protection
than the level defined by the Directive. The 1992 Directive
had very limited impact in practice. This finding does not
mean that unsafe consumer products were being placed on the
market, but in most member states, the penalties that might be
imposed in the case of failure to comply with the obligations
had never or almost never been enforced. Furthermore, the
evaluation shows that the preventive effect of the Directive
on Product Liability (see below), such as fear of tarnishing
a brand image or being sued for damages, is far greater than
the penalties that might be imposed by the 1992 Directive
(12).

The 2001 GPS defines a product as any product that is
“intended for consumers or likely, under reasonably fore-
seeable conditions, to be used by consumers even if not in-
tended for them, and is supplied or made available, whether
for consideration or not, in the course of a commercial activ-
ity and whether new, used or reconditioned” (Article 2a). In
the health sector, for example, the 2001 Directive applies to
medical devices that have been bought online. However, the
pharmaceutical sector is not covered by the 2001 Directive
(17).

According to Article 2b, a safe product is any prod-
uct that “under normal or reasonably foreseeable conditions
of use including duration and, where applicable, putting into
service, installation, and maintenance requirements, does not
present any risk or only the minimum risks compatible with
the product’s use, considered to be acceptable and consistent
with a high level of protection for the safety and health of per-
sons.” The 2001 Directive states that producers are obliged to
place only safe products on the market (Article 3). For exam-
ple, medical devices have to be tested before they can be sold.
Furthermore, producers and distributors have to provide rel-
evant information to consumers, so that consumers are able
to assess the risks inherent in a product (Article 5). Also,
the 2001 Directive states that member states have to estab-
lish authorities with necessary powers to ensure compliance
with the above obligations (Article 6). In addition, an EU
information network will be developed for the exchange of
information on, for example, risk assessment (called Rapex)
(Article 10).

Although the main terms of the 2001 Directive are
roughly similar to the 1992 Directive, the obligations of
producers and distributors has been increased and the au-
thorities have more effective market surveillance and control
mechanisms under the 2001 Directive. For example, pro-
ducers have to keep a register of complaints about products
and take steps to warn consumers of product risks (15;36).
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Market surveillance is an important tool for the enforce-
ment of EU legislation on product safety with regard to, inter
alia, pharmaceuticals and medical devices. Furthermore, the
2001 Directive guarantees both a high level of protection for
consumers and supports the free movement of goods in the
internal market.

In the past, medical devices were regulated in France,
Germany, and the United Kingdom, where lines between
drugs and medical devices have never been suitably differen-
tiated. Disagreements between representatives from services,
businesses, and national authorities emerged regarding the
pursuit of high-level EU legislation and harmonization of
technical issues. Moreover, advances in biotechnology, such
as tissue engineering and bone cement and fillers, have been
blurring the lines between medicinal products and medical
devices. Because organizational channels for enforcing com-
pliance with EU directives and domestic vigilance systems
differ between member states, further negotiations at the EU
level will be needed to address these new issues as they
evolve (3).

The safety of services is not included in the 2001 Direc-
tive, because the Commission intends to identify the needs,
possibilities, and priorities for EU action on the safety of
services and liability of service providers, with a view to
presenting appropriate proposals (Recital 1). However, all
member states have national legislation in place to ensure
the safety of health services, particularly legislation securing
licensing of qualified and trained medical personnel. At the
same time, all these separate national legislations may have
implications for the protection of patients. For example, an
English physician who has been struck off of the register of
the General Medical Council (GMC) in the United Kingdom
is not prevented from continuing to practice in any other
member state (52). As a result, English patients could obtain
online treatment from an English physician who is not con-
sidered competent by the GMC. Whether the 2001 Directive
will have a greater impact in practice than the 1992 Directive
remains to be seen.

Liability

When the preventive measures mentioned above fail, result-
ing in incidents or accidents, victims will be allowed redress
from the suppliers and producers of the goods and services in-
volved (17). If, for example, a patient suffers harm because a
consultant misses the results of a diagnosis sent to him/her by
a general practitioner, the consultant will have been culpably
negligent. But if the missed diagnosis took place because of
a technical defect in the information system, the producer of
the equipment could be liable (52). At present, there is no EU
legislation that directly states the liability of the telemedicine
practitioner, although patients can seek compensation when
injured as a result of telemedical treatment under the exist-
ing laws on medical negligence (61). Two EU Directives,
however, do afford consumers some protection in the area of
product liability.

Directive 85/374/EEC on product liability establishes
the general principle that the producer is liable for damages
(19). To establish liability, there must be a defect in the prod-
uct and harm to the consumer, regardless of whether or not the
defect is the result of negligence on the part of the producer.
According to Article 2, the definition of product is restricted
to movables, so in the health sector, it will be restricted to
tangible and technical components that may be defective
(52). Furthermore, the Directive gives a broad definition of
a producer (Article 3), which can lead to joint and several
liabilities of producers (Article 5). When the producer cannot
be identified, liability will fall on the supplier (Article 3.3);
consequently, a patient injured by a defective telemedical
product would have cause for action against the producer,
if identifiable, or the medical practitioner. Because medical
practitioners are also consumers, they can take action against
the supplier or producer if an injury arose through the use
of a defective product used in a reasonable and responsible
way.

The duties imposed by the Product Liability Directive
highlight the importance of stringent product testing, qual-
ity control, and risk monitoring (61). According to the Di-
rective, the injured party is required to prove the damage,
the defectiveness of the product, and the causal link be-
tween the defect and the damage suffered. But in practice,
it can be difficult to prove the defectiveness and the causal
link.

POLICY IMPLICATIONS AND
CONCLUSIONS

Developments in IT have implications for HTA and health
systems within the EU. In recent years, the European Com-
mission has adopted a range of legal and nonlegal measures
to protect consumers in the information society. Many of the
legal measures (directives) indirectly affect health systems in
so far as they concern data and database protection, security
in electronic transfers, distance selling, electronic commerce,
product safety, and liability.

Because few of these legal measures were initiated with
health systems in mind, they tend to demonstrate weaknesses
and a lack of clarity when applied to health care. This finding
reduces their effectiveness in protecting consumers in the
health sector. Due to the continuing growth of IT in the
health sector and concerns about consumer protection, legal
and nonlegal measures need to be further developed at the EU
and international level. Where possible, future developments
should pay attention to the particular characteristics of health
goods and services and health systems.

Greater awareness of legislative matters should inform
the process of HTA within the EU and those involved in HTA
should be more proactive in monitoring legal developments
at EU level and playing a part in informing the legislative
process at early stages.
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